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1. [bookmark: _Toc139217774][bookmark: _Toc179274450][bookmark: _Toc218378928]Purpose & Objective

The document defines the scope of ISMS in line with organisations’ external and internal issues, including the interests of external and internal stakeholders. 

2. [bookmark: _Toc139217775][bookmark: _Toc179274451][bookmark: _Toc218378929]ISO 27001 – 2022 Reference

Clause 4.3 – Determining the scope of the information security management system

3. [bookmark: _Toc218378930][bookmark: _Toc139217776][bookmark: _Toc179274452]About the company

Briefly describe the company’s products and services.

4. [bookmark: _Toc218378931]Policy - Scope

The scope of the Information Security Management System (ISMS) applies to the delivery of customer relationship management using software as a service (SAAS). The ISMS is supported by application development, Cloud/DevOps, internal IT support, Human Resources, Physical Security, Administration, Legal, and Business Development.

This is as per Statement of Applicability version 1.0

5. [bookmark: _Toc218378932][bookmark: _Toc139217777][bookmark: _Toc179274453]Scope Details

	Scope in Details
	Your Response

	Business entity (entities) in Scope of certification
	XYZ CRM company

	Location (s) in Scope
	8th St., Bellevue, WA

	Product(s) and/or Services
	Customer Relationship Management using software as a service (SAAS)

	Application development is in the scope of ISO 27001 certification (Yes or No)
	Yes

	Network (s) in Scope 
	Office network

	Total Employees in Scope (approx.)
	50

	Total contractors in scope (approx.)
	None

	Total Number of ISO 27001 – 2022 Annexure Controls in Scope
	All

	Total Number of ISO 27001 – 2022 Annexure Controls that are not in Scope
	None





6. [bookmark: _Toc139217784][bookmark: _Toc179274459][bookmark: _Toc218378933]Policy Review

The policy is reviewed annually and/or when significant changes occur.
[bookmark: _Toc179274460][bookmark: _Toc218378934]
Annexure I – Internal Dependencies

	Internal Dependency

	SN
	Team/Function
	Dependency

	1
	Application Development 
	Responsible for Secure software development lifecycle

	2
	Human Resource Lifecycle
	Human resource lifecycle and training

	3
	IT Operations
	Secure IT Operations

	4
	Supplier Management Team
	Secure Supplier Management

	5
	Legal Team
	Legal Compliance

	6
	Physical Security and Admin
	Physical Security



[bookmark: _Toc179274461][bookmark: _Toc218378935]
Annexure II External Dependencies

	External Dependency

	SN
	External Entity
	Dependency

	1
	Cloud Service Provider (viz., AWS, GCP, Azure)
	Responsible for Cloud service provisioning

	2
	City Cyber Crime Cell
	For reporting cybercrime incidents

	3
	Fire, Ambulance
	Emergency Service Providers

	4
	Phone Services
	Telecom Operators

	5
	ISP Name
	Internet services

	6
	Building Contractor
	Building security including annual evacuation drill

	7
	Local CERT
	New security vulnerabilities
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